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[bookmark: OLE_LINK5][bookmark: OLE_LINK6][bookmark: OLE_LINK7]Abstract of the contribution: This discussion deals with the current and future threats concerning authentication and long term secret key. This discussion was S3-161427 which was postponed after SA3#84b meeting.

1. Introduction
[bookmark: _GoBack]Today the basis of the security in 3GPP system is the secrecy of the long term key and the use of temporary subscriber identifiers. However, in previous discussions lead during SA3#80 (S3-152075) and SA3#84 (S3-161019), Thales presented the vulnerability of this strategy for current and future generation systems. In this document, Thales recalls some of the known security lacks in existing radio networks. Then, Thales proposes for discussion, a key-free secure pairing and protection schemes for the sensitive parameters that are requested in identitification, in authentication and in ciphering establishment procedures.
2. Discussion
Several security vulnerabilities are present in all GSM/GPRS, UMTS and LTE systems. Many of them are relevant to the physical layer. The main ones concern the subscriber’s identification procedures; others are relevant to security lacks in the authentication and confidentiality establishment procedures.
2.1. Vulnerability of identity procedures: 
The first subscriber’s identity check occurs very early in the radio acess protocol of many procedures such as attach, location update and classical radio access (Figure 1). The early user identity request/response procedure relies on the clear text transmission of the subscriber identity (usually temporary, sometime permanent). The vulnerability of this protocol, well known for years, makes it possible to implement many tracking and targeting procedures by unauthorized passive or active third party:
· As the early identity request/response procedures occur before network is authentified by the terminal, disclosure of permanent subscriber identities can be achieved easily by impersonating of the network with Man in the Middle attackers [1-4].
· Disclosure of subscriber identities, even temporary, allows to track and target subscriber by combining passive interception on the radio signals and monitoring of the core network [4-5].
2.2. Vulnerability of authentication and ciphering establishment procedure: 
The overall security relevant to authentication and ciphering establishement relies on the secrecy of the long term secret key K/Ki of the subscriber (Figure 2). 
[bookmark: _Toc452966485][bookmark: _Toc452966902][bookmark: _Toc452967316][bookmark: _Toc452967729][bookmark: _Toc452970038][bookmark: _Toc457918011][bookmark: _Toc457919079][bookmark: _Toc457919789]The overall security relevant to authentication and cipher establishement relies on the secrecy of the long term secret key K/Ki of the subscriber (Figure 2). In [12] § 5.3.2.2 relevant to key Issue #2.2 (“the reducing of the impact of secret key leakage”), the authors point out
· That the current mobile security architectures – GSM / GPRS, UMTS and LTE – rely almost entirely on the secrecy of the long term secret key (called Ki in GSM / GPRS, or K in UMTS/LTE – we will call it Ki here).  
· that the The fundamental security assumption is that the attacker does not know Ki.  
· That when this security assumption fails, the loss of security is catastrophic.  
· That Ki might leak to an attacker for a number of reasons, e.g.:
· hacking at the factory (SIM vendor or subscription manager) where Ki is generated
· hacking of the communication channel over which Ki is transported from SIM vendor or subscription manager to mobile operator
· hacking into the mobile operators
· insider attack at a mobile operator or SIM vendor
· local attack (e.g. side channel) on the SIM card in the supply chain
· local attack (e.g. side channel) on the SIM card while temporarily "borrowed" from the customer.
Recent news confirmed the vulnerability of this strategy:
When an attacker Eve knows the long term susbscriber keys/parameters, it is now experimentally proven [4]:
· Because of flaws in the roaming procedures and in the SS7 protocol [5], advanced man in the middle systems  [4] can force the disclosure of the long term susbscriber keys,
· Successful massive hacking of SIM providers and of operators’ data bases were achieved recently by cyber attackers [6].
When an attacker Eve knows the long term susbscriber keys/parameters, it is now experimentally proven [4]:
· That she  can bypass/reproduce the authentication procedure of legitimate nodes and terminals by monitoring the clear text exhanges messages relevant to Authentication request/response, compute the authentication keys as the legitimate receiver and replay the authentication responses
· That she can break the ciphering procedure of legitimates nodes and terminals by monitoring the clear text exhanges messages relevant to Cipher request/Challenge/response, compute the cipher keys as the legitimate receiver and continue the monitoring of traffic data by passive means only over long term.
Besides, a current requirement of TR 22.862 [10] mandates network access to devices owned and managed by a 3rd party such as a factory owner : "The 3GPP system shall support industrial factory deployment where network access security is provided and managed by the factory owner with its ID management, authentication, confidentiality and integrity." This requirement could of course extend the business market, but could also be a new breach into the security architecture of the next generation system by facilitating the access to sensitive data and requiring the design of more flexible, and thus less secure, architecture.
More generally, [7-11] insist on the risk of transmitting any subscriber sensitive data into clear text messages during the early access stages of the radio access to the network.
Thales agrees on the previous analyses. Nevertheless, Thales considers that solutions that only update the subscriber identities and/or the long term secret keys are not secure enough [12], even when they are combined with the solutions presented in §5.7.4 of TR 33.899 (solutions for Key issue #7 Subscriber Privacy). 
For example: 
· Solution #7.1 is still very dependent on the secrecy of the management of the subscriber temporary identifier, that may be disclosed and exhibits the same kind of flaws as mentioned above,
· Solution #7.2 is still very dependent on the secrecy of the management of the subscriber permanent identifier and the provisioning and management of keys, that may be disclosed and exhibits the same kind of flaws as mentioned above,
· Solution #7.3 would fail in two cases at least:
· when the authentication procedure is successfully attacked,
· when long term subscriber’s identity and subscriber’s key and public key of the home PLMN are known by the attacker,
thus it would finally suffer the same kind of flaws as mentioned above.
· Solution #7.4 should fail when long term keys into UE and HLR for PMSI computation are known by the attacker.
2.3. Thales proposal for enhancing the security of early messages - discussion: 
Thales deems that one powerful solution to strengthen identification, authentication and ciphering establishment is to prevent any capability of Eve to decode the subscriber sensitive data mentioned above on the physical layer. However, as the ciphering procedure is setting late in the radio access protocol, Thales proposes to enhance the protection of Radio Access (RA) procedures before the establishement of ciphering with: 
I- Key-free secure pairing procedures of legitimate nodes and terminals
II- Key-free protections of the early messages that are exchanged in the RA procedure
III- Modifications of the existing order of the procedures for Authentication and Identitification 
An overview of the complete protocol submitted to discussion is given in Figure 3; details about compatibility with the EPS-AKA protocol are given in Figure 4. 


2.3.1 Key-free secure pairing (Figure 3 – part I):  
Thales proposes to consider a key-free secure pairing procedure of legitimate nodes (noted Alice, A) and terminals (noted Bob, B) that uses a dedicated key-free Interrogation and Acknowledgement Sequences (IAS), introduced in [11] and detailed in [13], which are based:
· on the use of low power Tag Signals (TS) transmitted in a Time Division Duplex (TDD) mode under beacon frequencies of signalling channels. In addition to accurate channel measurement, TS are protected with Uncoordinated Spread Spectrum Signals (USS [18]) and random Time Jitter (TJ). 
· on the exploitation of the radio propagation channel as a random source. 
In any case, TS are low power signals present at existing carriers; they are designed for high sensitivity at receiving and accurate time resolution for channel estimation. Their low power has no practical impact on spectrum occupancy. In more advanced variants, TS are completely random pseudo noise sequences which are self-interfered by dominant signals (such as signalling channels, beacon frequencies): thus interception and decoding by Eve is impossible even with almost advanced interception and signal processing capabilities [13].
Starting from a public mode, exchanges of forward and return Tag Signal are made dependent on the on-going propagation measurements by A and B. Very quickly, this channel dependency allows to commutate in a private transmission mode (Figure 3 – part I). The complete protocol is similar to a (key free) Identification Friend or Foe (IFF) system. Note that as for IFF, secure pairing applies very well in Time Duplex Division RAT. 
Such a secure pairing provides an authenticated transmission support that prevents:
· any passive attack: TS becomes private from the second exchange of IAS, 
· any “protocol aware” jamming attack: TS are protected with Time Jitter, what prevents Eve to anticipate the nature and the time of their transmission, 
· any impersonating attack: TS are protected with USS, what prevents Eve to anticipate their design and involves irreductible latencies at Eve’s processing side.
Thus the secure pairing scheme proposed to discussion prevents any Man in the Midle Attack (any third party would have a disjoint transmission) and provides the suitable conditions for secure Asymmetric Cryptography, Secret Key Generation or Secrecy Coding for example. In addition, it can detect and raise alerts when protocol aware or Man In Middle eavesdropper attack the paired links.
2.3.2 Key-free protections of the early messages (Figure 3 – part II and Figure 4 – parts II and III):  
Thales proposes then to consider key-free secure protection of legitimate link, by using the propagation channel as a random source. For this, several tracks are suggested below:
Track 1 (Figure 4 – part II): To re-use the outputs of the classical synchronization and equalization processing (parts of any modern digital radiocommunication system) as inputs for generating secret keys from channel propagation measurements [14]. Then, to use these keys for scrambling the sensitive messages or to use these keys into a classical symmetric cipher scheme. The advantage of this solution is its simplicity; the drawback is its restriction to TDD RATs only and the lack of secure pairing and authentication of legitimate users.
Track 2 (Figure 4 – part III): To re-use the synchronization and channel estimation outputs of TS and IAS (see above) as inputs for Secret Key Generation [14]. To use these keys for scrambling or (symmetrical) ciphering of the sensitive messages. The advantage of this solution is its completeness (secure pairing and authentication is achieved in the IAS procedure) and in the higher richness of channel randomness extraction with the TS.
Track 3 (Figure 4 – part II): To enable asymmetric cryptography [16][17] over control channels. The drawback is the complexity of asymmetric ciphering procedures and the lack of secure/authenticated link needed for exchanges among legitimates. 
Track 4 (Figure 4 – part III): To re-use TS and IAS (see above) as an authenticated transmission mean for enabling asymmetric cryptography [16][17]. The advantage of this solution is its completeness (secure pairing and authentication is achieved in the IAS procedure), the drawback is the complexity of asymmetric ciphering procedures.
Track 5 (Figure 4 – part II): In MIMO RATs, to re-use the output of the classical synchronization and equalization processing for enabling an Artificial Noise (AN) and Beam Forming (BF) scheme [15], to establish a radio advantage for legitimate users in order to enable a secret code [14] that ensures information theoretic security of the transmission. This solution could apply to either Time Division Duplex and Frequency Division Duplex RAT. Another advantage of this solution consists in its simplicity. The drawback is the lack of secure pairing and authentication of legitimate messages during the establishment of AN-BF.
Track 6: In MIMO RATs, to re-use the synchronization and channel estimation outputs of TS and IAS (see above) as inputs for AN-BF schemes security to establish a radio advantage for the legitimate link in order to enable a secret code [14] that ensures information theoretic security of the legitimate transmission. Compared to track 5 above, this scheme ensures secure pairing and authentication of legitimates during the establishment of AN-BF.
2.3.3 Modification of the order of Authentication and Identitification procedures: 
Thales proposes to consider the inversion of the order of authentication and identification to avoid the early disclosure of any subscribers’ identities. In the early stage of the RA, only a pre-identification of the subsciber Home operator would be required in order to achieve international roaming, if any. The modified procedure is represented in Figure 4 – part III, it would include:
· 1. A preliminary Key-free secure pairing (see above)  
· 2. A pre-identication step: at first, only the UE’s home PLMN ID is transmitted for Authentication and Roaming purposes 
· 3. Existing dual authentication of subscriber and visited network: needs only home PLMN ID (and not (T/I)MSI)
· 4. Identification: transmission of UE’s and Subscriber’s IDs (t/IMSI)
· 5. Cipher establishment once authentication and identification are completed
· etc.
The main advantages of this inversion are the following:
· Previous key-free secure pairing and key-free protections of the early messages apply to each step of the Radio Access: first authentication, then identification and finally cipher key establishment. The early protection only warranty that these steps are not compromised by any third party. After these early access stages, the cipher scheme of the RAT standard ensures the protection of traffic data and associated control without modification
· Protected authentication requires protected transmission of subscriber IDs (subscribers’ IDs are transmitted only after the authentication of the visited networks by the terminal/subscriber),
· Basic MITM attackers, such as IMSI catchers are no more efficient for collecting IMSI and IMEI, since they are rejected during the authentication procedure that occurs before identification.
· More advanced passive, active and MITM attacker are countered thanks to the TS and IAS scheme 
· While any radiotransmission of parameters involved in the authentication, identification and ciphering procedures is now protected, the disclosure of long term keys has no more effect on subscriber privacy and transmission security over the physical layer.


3. Figures
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[bookmark: _Ref462051151]Figure 1: Illustration of clear text exchanges in the early RAN – Consequences on ID disclosure and AUTH security (figure basis from [7])
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[bookmark: _Ref462051191]Figure 2: Illustration of the use of long term keys – Consequences of a disclosure on AUTH and CIPHER procedures (figure from [7])
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[bookmark: _Ref462064899]Figure 3: Overview of the Thales proposal for a security enhancement of early messages of the Radio Access – details of the TS and IAS procedures
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[bookmark: _Ref462066993]Figure 4: Implantation details of the Thales proposal in the case of EPS-AKA (figure from [8])
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